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A857RAC7 
7he f0rmat10n 0f a d15tr16uted 5y5tem 15 6a5ed 0n a c011ec- 
t10n 0f d15tr16uted c0mp0nent5 and 1t re4u1re5 the a6111ty f0r 
c0mp0nent5 t0 exchan9e 5yntact1ca11y we11-f0rmed me55a9e5. 
70 51mp11fy netw0rk Pr09ramm1n9 f0r 5uch 1nteract10n5 and 
t0 rea112e 5ecur1ty 5erv1ce5 f0r th05e c0mp0nent5, we need 
a c0mp0nent-6a5ed 50ftware arch1tecture that ena61e5 50ft- 
ware c0mp0nent5 t0 c0mmun1cate d1rect1y 0ver a netw0rk 1n 
a re11a61e and eff1c1ent manner. 0ne  0f th05e m0de15 15 D15- 
tr16uted C0mp0nent 06ject  M0de1 (DC0M) wh1ch 15 u5ed 
f0r 1nteract1n9 w1th d15tr16uted c0mp0nent5 w1th1n the 10ca1 
1ntranet. 1n th15 paper, we 0verv1ew an a5pect 0f DC0M 
c0ncern1n9 50ftware arch1tecture and acce55 c0ntr01. And 
we de5cr16e the c0ncept 0f r01e-6a5ed acce55 c0ntr01 (R8AC) 
wh1ch 6e9an w1th mu1t1-u5er and mu1t1-app11cat10n 0n-11ne 
5y5tem5 p10neered 1n the 19705. A150 we 1nve5t19ate h0w 
we can enf0rce the r01e-6a5ed acce55 c0ntr01 a5 a 5ecur1ty 
pr0v1der w1th1n the cr1t1ca1 env1r0nment 5uch a5 hea1th care 
1ndu5try acce551n9 d15tr16uted c0mp0nent5 1e91t1mate1y. We 
dem0n5trate the fea516111ty 0f 0ur appr0ach thr0u9h a pr00f- 
0f-c0ncept pr0t0type 1mp1ementat10n. 
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1. 1N7R0DUC710N 
New de519n and dep10yment 155ue5 have 6een 1ntr0duced 

6y d15tr16uted app11cat10n5. And the5e app11cat10n5 demand 
a r06u5t 1nfra5tructure f0r d15tr16uted c0mput1n9. N0wa- 
day5 many app11cat10n5 are d15tr16uted, 1n the 5en5e that 
they have at 1ea5t tw0 c0mp0nent5 runn1n9 0n d1fferent ma- 
ch1ne5. 8u t  6ecau5e the5e app11cat10n5 were n0t de519ned t0 
6e d15tr16uted, they are 11m1ted 1n 5ca1a6111ty and ea5e 0f de- 
p10yment. Any k1nd 0f w0rkf10w 0r 9r0upware app11cat10n, 
m05t c11ent/5erver app11cat10n5, and even 50me de5kt0p pr0- 

Perm15510n t0 make d191ta1 0r hard c0p1e5 0f a11 0r part 0f th15 w0rk f0r 
per50na1 0r c1a55r00m u5e 15 9ranted w1th0ut fee pr0v1ded that c0p1e5 are 
n0t made 0r d15tr16uted f0r pr0f1t 0r c0mmerc1a1 advanta9e and that c0p1e5 
6ear th15 n0t1ce and the fu11 c1tat10n 0n the f1r5t pa9e. 70 c0py 0therw15e, t0 
repu6115h, t0 p05t 0n 5erver5 0r t0 red15tr16ute t0 115t5, re4u1re5 pr10r 5pec1f1c 
perm15510n and/0r a fee. 
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duct1v1ty app11cat10n5 e55ent1a11y c0ntr01 the way the1r u5er5 
c0mmun1cate and c00perate. Ad0pt1n9 the n0t10n 0f d15- 
tr16ut10n 1nt0 the5e app11cat10n5 6enef1t5 the u5er and 0pt1- 
m12e5 the u5e 0f netw0rk and c0mputer re50urce5. 7he app11- 
cat10n de519ned w1th d15tr16ut10n 1n m1nd can acc0mm0date 
d1fferent c11ent5 w1th d1fferent capa6111t1e5 6y runn1n9 c0m- 
p0nent5 0n the c11ent 51de when p055161e and runn1n9 them 
0n the 5erver 51de when nece55ary. 

7he pr0p05ed ru1e5 0f the Hea1th 1n5urance P0rta6111ty 
and Acc0unta6111ty Act (H1PAA) , c1rcu1ated 6y the U.5. De- 
partment 0f Hea1th and Human 5erv1ce5 (HH5) thr0u9h the 
Hea1th Care F1nanc1a1 Adm1n15trat10n (HCFA) 5tr0n91y re- 
4u1re the 5erv1ce5 0f 5ecur1ty and pr1vacy. A10n9 w1th th15 
m0vement, a 5ecure 501ut10n f0r the c0mp1ex env1r0nment 
11ke hea1th care 1ndu5try ha5 6een extreme1y demanded. H0w- 
ever, 1t 15 n0t ea5y t0 c0me up w1th a 5tandard 5ecure 1n- 
f0rmat10n 5y5tem f0r the h19h1y decentra112ed hea1th care 
1ndu5try. 

7he R06ert W00d J0hn50n F0undat10n ha5 pr0v1ded a 
9rant t0 a f1ve-5tate c0a11t10n (1nc1ud1n9 N0rth Car011na) 
t0 deve10p the Hea1thKey pr0ject5 that dem0n5trate h0w 
5ecur1ty can 6e c0mp11ed w1th c11n1ca1 and hea1th care 1n- 
f0rmat10n 5y5tem5. M05t pr0ject5 have 6een f0cu51n9 0n 
authent1cat10n mechan15m5. A5 a re5u1t, a 5ca1a61e authen- 
t1cat10n mechan15m ha5 6een deve10ped and dep10yed t0 
m0dern12e hea1th care 5y5tem5 [3]. 1n add1t10n, we 1den- 
t1f1ed the need 0f acce55 c0ntr01 f0r the hea1th care env1r0n- 
ment [3]. 0ne  0f cha11en9e5 1n th15 pr0ject wa5 t0 dem0n- 
5trate h0w acce55 c0ntr01 can 6e ach1eved f0r the hea1th 
care env1r0nment. We f1r5t 1nve5t19ated the 1nf0rmat10n 
techn0109y (17) 1nfra5tructure 0f the hea1th care env1r0n- 
ment. Acc0rd1n9 t0 0ur 5tudy, m05t hea1th care app11ca- 
t10n5 are d15tr16uted app11cat10n5 and run 0n M1cr050ft•5 
W1nd0w5 p1atf0rm5. And there 15 a re4u1rement 5uch that 
the dep10yment 0f acce55 c0ntr01 501ut10n 15 t0 have m1n1ma1 
chan9e5 t0 the ex15t1n9 17 1nfra5tructure. 70 deve10p an 
acce55 c0ntr01 mechan15m f0r the5e d15tr16uted app11cat10n5, 
we may c0n51der 5evera1 c0mp0nent-6a5ed arch1tecture5 and 
framew0rk5 5uch a5 DC0M (D15tr16uted C0mp0nent 06ject  
M0de1), C 0 R 8 A  (C0mm0n 06ject  Re4ue5t 8r0ker Arch1- 
tecture), and .NE7. Am0n9 the5e framew0rk5, DC0M 15 a 
501ut10n t0 5upp0rt the1r 17 1nfra5tructure fu1f1111n9 the1r re- 
4u1rement wh11e .NE7 and C 0 R 8 A  appr0ache5 re4u1re up- 
9rade5 and m0d1f1cat10n5 t0 the1r ex15t1n9 17 1nfra5tructure, 
re5pect1ve1y. Var10u5 f0rm5 0f acce55 c0ntr015 (e.9., 1dent1y- 
6a5ed, 1a6e1-6a5ed and r01e-6a5ed) have 6een eva1uated f0r 
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u5e 1n hea1th care. 1n th15 w0rk, we ad0pt r01e-6a5ed acce55 
c0ntr01 wh1ch ha5 6een w1de1y accepted t0 acc0mm0date 0r- 
9an12at10na1 r01e5. 

1n th15 paper, we dem0n5trate h0w we can enf0rce r01e- 
6a5ed acce55 c0ntr01 1n DC0M w1th advanta9e5 that•R8AC 
a110w5 u5 t0 ach1eve, we u5e DC0M•5 9r0up mechan15m 
wh1ch 15 51m11ar t0 the n0t10n 0f r01e5 1n R8AC. Even th0u9h 
DC0M d0e5 n0t have r01e c0ncept 1n51de, 1t 15 p055161e f0r 
R8AC t0 6e app11ed t0 DC0M 5ecur1ty mechan15m, wh1ch 
can 5at15fy DC0M•5 acce55 5ecur1ty p011cy and ach1eve ea5e 
0f adm1n15trat10n. 

7h15 paper 6e91n5 w1th the de5cr1pt10n 0f the DC0M 
m0de1 1n 5ect10n 2. 1n 5ect10n 3, we d15cu55 the R8AC m0de1 
f0110w1n9 6y 5ect10n 4 wh1ch 1nc1ude5 c0nceptua1 1nte9rat10n 
6etween R8AC m0de1 and DC0M. 5ect10n 5 de5cr16e5 0ur 
1mp1ementat10n 1n deta11 and 5ect10n 6 c0nc1ude5 the paper. 

2. D 1 5 7 R 1 8 U 7 E D  C 0 M P 0 N E N 7  0 8 J E C 7  
M 0 D E L  

1n pr09ramm1n9 and en91neer1n9 d15c1p11ne5, a c0mp0nent 
15 an 1dent1f1a61e part 0f a 1ar9er Pr09ram 0r c0n5truct10n. 
U5ua11y, a c0mp0nent pr0v1de5 a part1cu1ar funct10n 0r 9r0up 
0f re1ated funct10n5. 1n pr09ramm1n9 de519n, a 5y5tem 15 d1- 
v1ded 1nt0 c0mp0nent5 that 1n turn  are made up 0f m0du1e5. 
1n 06ject-0r1ented pr09ramm1n9 and d15tr16uted 06ject tech- 
n0109y, a c0mp0nent 15 a reu5a61e pr09ram 6u11d1n9 610ck 
that  can 6e c0m61ned w1th 0ther c0mp0nent5 1n the 5ame 0r 
0ther c0mputer5 1n a d15tr16uted netw0rk t0 f0rm an app11- 
cat10n. Examp1e5 0f a c0mp0nent 1nc1ude: a 51n91e 6ut t0n 
1n a 9raph1ca1 u5er 1nterface, a 5ma11 1ntere5t ca1cu1at0r, an 
1nterface t0 a data6a5e mana9er. C0mp0nent5 can 6e de- 
p10yed 0n d1fferent 5erver5 1n a netw0rk and c0mmun1cate 
w1th each 0ther f0r needed 5erv1ce5 [10]. 

C0M 15 M1cr050ft•5 framew0rk f0r deve10p1n9 and 5up- 
p0rt1n9 pr09ram c0mp0nent 06ject5. 7he C0M pr0v1de5 a 
5et 0f 1nterface5 a110w1n9 c11ent5 and 5erver5 t0 c0mmun1- 
cate w1th1n the 5ame c0mputer (runn1n9 a W1nd0w5 95 0r 
N7  5y5tem). 1t 15 a1med at pr0v1d1n9 51m11ar capa6111t1e5 
t0 th05e def1ned 1n C 0 R 8 A ,  the framew0rk f0r the 1nter0p- 
erat10n 0f d15tr16uted 06ject5 1n a netw0rk. Wherea5 0LE  
pr0v1de5 5erv1ce5 f0r the c0mp0und d0cument that u5er5 5ee 
0n the1r d15p1ay, C0M pr0v1de5 the under1y1n9 5erv1ce5 0f 
1nterface ne90t1at10n, 11fe cyc1e mana9ement, 11cen51n9, and 
event 5erv1ce5. DC0M 15 a pr0t0c01 that ena61e5 50ftware 
c0mp0nent5 t0 c0mmun1cate d1rect1y 0ver a netw0rk 1n a 
re11a61e, and eff1c1ent manner [12]. At the 5ame t1me 1t 15 
a pr09ram 1nterface 1n wh1ch c11ent pr09ram 06ject5 can re- 
4ue5t 5erv1ce5 fr0m 5erver Pr09ram 06ject5 0n 0ther c0m- 
puter5 1n a netw0rk. F0r examp1e, 0ne can create a pa9e 
f0r a We6 51te that c0nta1n5 a 5cr1pt 0r pr09ram that can 6e 
pr0ce55ed (6ef0re 6e1n9 5ent t0 a re4ue5t1n9 u5er) n0t 0n the 
We6 51te 5erver 6ut 0n an0ther, m0re 5pec1a112ed 5erver 1n 
the netw0rk. U51n9 DC0M 1nterface5, the We6 5erver 51te 
pr09ram (n0w act1n9 a5 a c11ent 06ject) can f0rward a Re- 
m0te Pr0cedure Ca11 (RPC) t0 the 5pec1a112ed 5erver 06ject, 
wh1ch pr0v1de5 the nece55ary pr0ce551n9 and return5 the re- 
5u1t t0 the We6 5erver 51te. 7h15 re5u1t 15 pa55ed 0n t0 the 
We6 pa9e v1ewer. 

A c11ent that need5 t0 c0mmun1cate w1th a c0mp0nent 
re51de 0n d1fferent mach1ne5 cann0t ca11 the c0mp0nent d1- 
rect1y, 6ut ha5 t0 u5e 50me f0rm 0f netw0rk c0mmun1ca- 
t10n pr0v1ded 6y the 0perat1n9 5y5tem. DC0M pr0v1de5 

F19ure 1: D C 0 M  Arch1tecture 

th15 c0mmun1cat10n 1n a c0mp1ete1y tran5parent fa5h10n: 
1t 1ntercept5 ca115 fr0m the c11ent and f0rward5 them t0 
the c0mp0nent w1th a netw0rk pr0t0c01. Ne1ther the c11ent 
n0r the c0mp0nent are aware that the w1re that  c0nnect5 
them ha5 ju5t 6ec0me a 11tt1e 10n9er. F19ure 1 5h0w5 the 
0vera11 DC0M arch1tecture: the C0M run-t1me pr0v1de5 
06ject-0r1ented 5erv1ce5 t0 c11ent5 and c0mp0nent5 and u5e5 
RPC and the 5ecur1ty pr0v1der t0 9enerate 5tandard netw0rk 
packet5 that c0nf0rm t0 the DC0M. 

D1fferent p1atf0rm5 u5e d1fferent 5ecur1ty pr0v1der5, and 
many p1atf0rm5 even 5upp0rt mu1t1p1e 5ecur1ty pr0v1der5 f0r 
d1fferent u5a9e 5cenar105 0r f0r 1nter0pera6111ty w1th 0ther 
p1atf0rm5 [4, 11]. DC0M and RPC are de519ned 1n 5uch 
a way that they can 51mu1tane0u51y acc0mm0date mu1t1p1e 
5ecur1ty pr0v1der5. A11 the5e 5ecur1ty pr0v1der5 pr0v1de a 
mean5 0f 1dent1fy1n9 a 5ecur1ty pr1nc1pa1, a mean5 0f au- 
thent1cat1n9 a 5ecur1ty pr1nc1pa1, and a centra1 auth0r1ty 
that mana9e5 5ecur1ty pr1nc1pa15 and the1r key5. DC0M 
u5e5 the exten5161e 5ecur1ty framew0rk pr0v1ded 6y W1n- 
d0w5 N7. W1d0w5 N7 pr0v1de5 a 5011d 5et 0f 6u11t-1n 5ecur1ty 
pr0v1der5 that 5upp0rt mu1t1p1e 1dent1f1cat10n and authent1- 
cat10n mechan15m5, fr0m trad1t10na1 tru5ted-d0ma1n 5ecu- 
r1ty m0de15 [5] t0 n0ncentra11y mana9ed, ma551ve1y 5ca11n9 
pu611c-key 5ecur1ty mechan15m5 [1]. A centra1 part 0f the 5e- 
cur1ty framew0rk 15 a u5er d1rect0ry, wh1ch 5t0re5 the nece5- 
5ary 1nf0rmat10n t0 va11date a u5er•5 credent1a15. DC0M can 
make d15tr16uted app11cat10n5 5ecure w1th0ut any 5ecur1ty- 
5pec1f1c c0d1n9 0r de519n 1n e1ther the c11ent 0r the c0mp0- 
nent. Ju5t a5 the DC0M pr09ramm1n9 m0de1 h1de5 a c0m- 
p0nent•5 10cat10n, 1t a150 h1de5 the 5ecur1ty re4u1rement5 0f 
a c0mp0nent. 

7he m05t 06v10u5 5ecur1ty re4u1rement 0n d15tr16uted ap- 
p11cat10n5 15 the need t0 pr0tect 06ject5 a9a1n5t unauth0- 
r12ed acce55. 50met1me5 0n1y auth0r12ed u5er5 are 5upp05ed 
t0 6e a61e t0 c0nnect t0 an 06ject. 1n 0ther ca5e5, n0n- 
authent1cated 0r unauth0r12ed u5er5 m19ht 6e a110wed t0 
c0nnect t0 an 06ject, 6ut mu5t 6e 11m1ted t0 certa1n area5 
0f funct10na11ty. Current 1mp1ementat10n5 0f DC0M pr0v1de 
dec1arat1ve acce55 c0ntr01 0n a per-pr0ce55 1eve1. An0ther re- 
1ated re4u1rement 0n a d15tr16uted 1nfra5tructure 15 t0 ma1n- 
ta1n c0ntr01 0ver wh0 can create 06ject5. 51nce a11 C0M 
06ject5 0f a mach1ne are p0tent1a11y acce55161e v1a DC0M,  
1t 15 cr1t1ca1 t0 prevent unauth0r12ed u5er5 fr0m creat1n9 1n- 
5tance5 0f the5e 06ject5. 7he 5c0pe 0f th15 paper w111 6e 
w1th1n th15 155ue, acce55 5ecur1ty. 

3. 0 V E R V 1 E W  0 F  R8AC M 0 D E L  
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F19ure  2: R 8 A C  M 0 d e 1  

R 8 A C  15 an a1ternat1ve p011cy t0 trad1t10na1 manda t0 ry  
acce55 c0ntr01 (MAC) and  d15cret10nary acce55 c0ntr01 (DAC) 
[18]. A5 MAC 15 u5ed 1n the c1a551ca1 defen5e arena, the p01- 
1cy 0f acce55 15 6a5ed 0n the c1a551f1cat10n 0f 06ject5 5uch 
a5 t0p-5ecret 1eve1 [16]. 7he  ma1n 1dea 0f DAC 15 that  the 
0wner 0f an 06ject ha5 d15cret10nary auth0r1ty 0ver wh0 e15e 
can acce55 tha t  06ject [8]. 8 u t  R 8 A C  p011cy 15 6a5ed 0n the 
r01e 0f the 5u6ject5 and  can 5pec1fy 5ecur1ty p011cy 1n a way 
that  map5 t0 an 0r9an12at10n•5 5tructure. 

A 9enera1 fam11y 0f R 8 A C  m0de15 ca11ed R8AC96  wa5 de- 
f1ned 6y 5andhu  et a1 [17]. F19ure 2 111u5trate5 the m05t 9en- 
era1 m0de1 1n th15 fam11y. M0t1vat10n and d15cu5510n a60ut  
var10u5 de519n dec1510n5 made 1n deve10p1n9 th15 fam11y 0f 
m0de15 15 91ven 1n [17, 13]. A150, there are var1at10n5 re- 
9ard1n9 d15tr16uted 5y5tem5 [19]. 

F19ure 2 5h0w5 (re9u1ar) r01e5 and  perm15510n5 that  re9- 
u1ate acce55 t0 da ta  and  re50urce5. 1ntu1t1ve1y, a u5er 15 a 
h u m a n  6e1n9 0r an aut0n0m0u5 a9ent, a r01e 15 a j 0 6  funct10n 
0r j06 t1t1e w1th1n the 0r9an12at10n w1th 50me a550c1ated 5e- 
mant1c5 re9ard1n9 the auth0r1ty and  re5p0n516111ty c0nferred 
0n a mem6er  0f the r01e, and a perm15510n 15 an appr0va1 0f a 
part1cu1ar m0de 0f acce55 t0 0ne 0r m0re 06ject5 1n the 5y5- 
tem 0r 50me pr1v11e9e t0 carry 0ut  5pec1f1ed act10n5. R01e5 
are 0r9an12ed 1n a part1a1 0rder >,  50 tha t  1f x > y then  r01e 
x 1nher1t5 the perm15510n5 0f r01e y. Mem6er5 0f x axe a150 
1mp11c1t1y mem6er5 0f y. 1n 5uch ca5e5, we 5ay x 15 5en10r 
t0 y. Each 5e5510n re1ate5 0ne u5er t0 p055161y m a n y  r01e5. 
7he  1dea 15 that  a u5er e5ta6115he5 a 5e5510n and act1vate5 
50me 5u65et 0f r01e5 tha t  he 0r 5he 15 a mem6er  0f (d1rect1y 
0r 1nd1rect1y 6y mean5 0f the r01e h1erarchy). 7he  R 8 A C  
m0de1 ha5 the f0110w1n9 c0mp0nent5 and  the5e c0mp0nent5 
are f0rma112ed fr0m the a60ve d15cu5510n5. 

• U 15 a 5et 0f u5er5, 

• R 15 d15j01nt 5et5 0f r01e5 and  adm1n15trat1ve r01e5 re- 
5pect1ve1y, 

• P 15 d15j01nt 5et5 0f perm15510n5 and  adm1n15trat1ve 
perm15510n5, 

• U A  C U x R,  15 a many- t0 -many  u5er t0 r01e a5519n- 
ment  re1at10n, 

• P A  C P x R 15 many- t0 -many  perm15510n t0 r01e a5- 
519nment re1at10n5, 

• R H  C• R x R 15 part1a11y 0rdered r01e h1erarch1e5 (wr1t- 
ten  a5 >• 1n 1nf1x n0tat10n), 

• 5 15 a 5et 0f 5e5510n5, 

• u5er : 5 --~ U, 15 a funct10n mapp1n9 each 5e5510n 51 t0 
the 51n91e u5er u5er(51) and  15 c0n5tant f0r the 5e5510n•5 
11fet1me, 

• r01e5 : 5 --+ 2 R 15 a funct10n mapP1n9 each 5e5510n 51 t0 
a 5et 0f r01e5 r01e5(51) C {r ] (3r~ >• r)[(u5er(5~),r~) E 
UA]} (wh1ch can chan9e w1th t1me) 50 tha t  5e5510n 51 
ha5 the perm15510n5 Ur~r02e8(8,){P [ (3r~ •< r)[(p, r••) e 
PA]} ,  and 

• there 15 a c011ect10n 0f c0n5tra1nt5 5t1pu1at1n9 wh1ch 
va1ue5 0f var10u5 c0mp0nent5 0f the R 8 A C  m0de1 a x e  

a110wed 0r f0r61dden. 

A u5er can 6e a mem6er  0f m a n y  r01e5 and  a r01e can have 
m a n y  u5er5. 51m11ar1y, a r01e can have m a n y  perm15510n5 and  
the 5ame perm15510n5 can 6e a5519ned t0 many  r01e5. Each 
5e5510n re1ate5 0ne u5er t0 p055161y many  r01e5. 1ntu1t1ve1y, 
a u5er e5ta6115he5 a 5e5510n dur1n9 wh1ch the u5er act1vate5 
50me 5u65et 0f r01e5 tha t  he 0r 5he 15 a mem6er  0f the per- 
m15510n5 ava11a61e t0 the u5er5 are the un10n 0f perm15510n5 
fr0m a11 r01e5 act1vate5 1n tha t  5e5510n. Each 5e5510n 15 a5- 
50c1ated w1th a 51n91e u5er. 7h15 a550c1at10n rema1n5 c0n- 
5tant f0r the 11fe 0f a 5e5510n. A u5er may have mu1t1p1e 
5e5510n5 0pen at the 5ame t1me, each 1n a d1fferent w1nd0w 
0n the w0rk5tat10n 5creen f0r 1n5tance. Each 5e5510n may 
have a d1fferent c0m61nat10n 0f act1ve r01e5. 7he  c0ncept 0f 
a 5e5510n e4uate5 t0 the trad1t10na1 n0tat10n 0f a 5u6ject 1n 
acce55 c0ntr01. A 5u6ject 15 a un1t 0f acce55 c0ntr01, and  a 
u5er may have mu1t1p1e 5u6ject5 (0r 5e5510n5) w1th d1fferent 
perm15510n5 act1ve at the 5ame t1me. 

4. A U 7 H 0 R 1 2 A 7 1 0 N  W17H1N 7HE HEAL7H 
CARE E N V 1 R 0 N M E N 7  

70day•5 hea1th care 1ndu5try 15 5tr1v1n9 t0 ach1eve the de- 
ve10pment and  dep10yment 0f c0mputer-6a5ed pat1ent rec0rd5 
f0r 1mpr0vement5 1n hea1th care 4ua11ty, c05t, and acce55, 
70ward5 th15 06ject1ve, vend0r5 are deve10p1n9 and  hea1th 
care 0r9an12at10n5 are 5e1ect1n9 and  1mp1ement1n9 c0mputer  
app11cat10n5 and  c0mprehen51ve 5y5tem5 wh1ch w111 5upp0rt  
the5e eff0rt5. 7he5e 5y5tem5 are 6e1n9 eva1uated 6a5ed 0n 
a num6er  0f e55ent1a1 cr1ter1a; 0ne 0f wh1ch 15 the1r a6111ty 
t0 5upp0rt  the 5ecur1ty re4u1rement5 nece55ary t0 en5ure the 
1nte9r1ty and  c0nf1dent1a11ty 0f hea1th 1nf0rmat10n t0 pr0tect  
the pr1vacy and  certa1n 1e9a1 rec0rd5 0f pat1ent5, pr0v1der5, 
and hea1th care 0r9an12at10n5. 7he  1n5t1tute 0f Med1c1ne 
def1ne5 a c0mputer  6a5ed pat1ent rec0rd a5 ••an e1ectr0n1c 
pat1ent rec0rd tha t  re51de5 1n a 5y5tem de519ned t0 5upp0rt  
u5er5 thr0u9h ava11a6111ty 0f c0mp1ete and  accurate data,  
pract1t10ner rem1nder5 and  a1ert5, c11n1ca1 dec1510n 5upp0rt  
5y5tem5, 11nk5 t0 60d1e5 0f med1ca1 kn0w1ed9e, and  0ther 
a1d5.•• 7he  1n5t1tute 0f Med1c1ne a150 def1ned the c0mputer-  
6a5ed pat1ent rec0rd 5y5tem a5 ••the 5et 0f c0mp0nent5 that  
f0rm the mechan15m 6y wh1ch pat1ent rec0rd5 are created, 
u5ed, 5t0red, and  retr1eved ... [1nc1ud1n9] pe0p1e, data,  ru1e5 
and  pr0cedure5, pr0ce551n9 and  5t0ra9e dev1ce5, and  c0m- 
mun1cat10n and  5upp0rt  fac111t1e5.•• [6] 

A c0mputer-6a5ed pat1ent rec0rd 15 e1ectr0n1c ma1nta1ned 
1nf0rmat10n a60ut  an 1nd1v1dua1•5 11fet1me hea1th 5tatu5 and  
hea1th care. 1t rep1ace5 the paper  med1ca1 rec0rd a5 the 
pr1mary rec0rd 0f care, meet1n9 a11 c11n1ca1, 1e9a1, and  ad- 
m1n15trat1ve re4u1rement5. 1t 15 m0re than  the c0ntent  0f 
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t0day•5 paper med1ca1 rec0rd. 1nf0rmat10n techn0109Y can 
mer9e text  w1th 1ma9e5 and 50und, 1t fac111tate5 acce55, up0n 
pat1ent auth0r12at10n, f0r 1e91t1mate u5er5, t0 hea1th da ta  
5t0red 1n mu1t1p1e, d15per5ed 10cat10n5. 5uch acce55 t0 da ta  
c0ntr16ute5 t0 c0nt1nu1ty 0f hea1th care. 1n t0day•5 dynam1c 
hea1th care env1r0nment, d15parate 1nf0rmat10n 5y5tem5 are 
c0m1n9 t09ether t0 f0rm c0mputer-6a5ed pat1ent rec0rd 5y5- 
tem5 1ntent 0n 5upp0rt1n9 the 0n901n9 ma1ntenance 0f a 10n- 
91tud1na1 rec0rd f0r 4ua11ty pat1ent care. C0mputer-6a5ed 
pat1ent rec0rd 5y5tem5 mu5t 1nc1ude a var1ety 0f 5ecur1ty 
feature5 t0 pr0tect the c0nf1dent1a11ty and 1nte9r1ty 0f hea1th 
1nf0rmat10n t0 pre5erve the pr1vacy and pr0perty r19ht5 0f 
pat1ent5, pr0v1der5 (1nd1v1dua1 care91ver5 and enterpr15e5), 
and 0ther5 wh0 1nteract w1th the c0mputer-6a5ed pat1ent 
rec0rd. 

C0mp1ete and accurate data,  reduct10n 1n redundant  da ta  
c011ect10n, and e11m1nat10n 0f repet1t1ve te5t1n9 c0ntr16ute t0 
pr0duct1v1ty 9a1n5, reduced re5t, and 1mpr0ved mana9ement 
0f the hea1th care de11very 5y5tem. 7he  e55ent1a1 feature5 0f 
a 5ecure 5y5tem and netw0rk may 6e cate90r12ed a5: au- 
thent1cat10n, auth0r12at10n, aud1t5 tra115, and 5ecure da ta  
5t0ra9e and tran5m15510n. 

A1th0u9h the 1mp0rtance 0f auth0r12at10n 1n hea1th care 
1nf0rmat10n 5y5tem5 ha5 6een rec09n12ed, they have n0t re- 
ce1ved much attent10n a5 a 5ecur1ty feature, wh11e 0ther 15- 
5ue5 5uch a5 authent1cat10n, aud1t, and 5ecure tran5m15510n 
have 6een pract1ced and d15cu55ed at c0n51dera61e 1en9th. 
7h15 065ervat10n m0t1vate5 th15 w0rk 5uch that  a 5y5temat1c 
and pract1ca1 f0rm 0f acce55 c0ntr01 5h0u1d 6e deve10ped and 
eva1uated f0r u5e 1n hea1th care. 

5. R 0 L E - 8 A 5 E D  A U 7 H 0 R 1 2 A 7 1 0 N  MAN- 
A 6 E M E N 7  U 5 1 N 6  D C 0 M  

1n th15 5ect10n we 0ut11ne 0ne appr0ach t0 enf0rc1n9 R8AC 
1n DC0M.  F0r 50me app11cat10n5, a 51n91e c0mp0nent-w1de 
acce55 c0ntr01 115t 15 n0t 5uff1c1ent. 50me meth0d5 1n a c0m- 
p0nent may 6e acce55161e 0n1y t0 certa1n u5er5. F0r exam- 
p1e, an acc0unt1n9 6u51ne55 c0mp0nent may have a meth0d 
f0r re915ter1n9 new tran5act10n5 and an0ther meth0d f0r 
retr1ev1n9 ex15t1n9 tran5act10n5. 0n1y mem6er5 (5uch a5 
806) 0f the acc0unt1n9 department  (u5er 9r0up ••Acc0unt- 
1n9••) 5h0u1d 6e a61e t0 add new tran5act10n5, wh11e 0n1y 
mem6er5 (5uch a5 A11ce) 0f tran5act10n mana9ement (u5er 
9r0up ••7ran5act10n••) 5h0u1d 6e a61e t0 v1ew the tran5ac- 
t10n5. And mem6er5 0f t0p mana9ement (u5er 9r0up ••70p 
Mana9ement••) are a61e t0 add and v1ew the tran5act10n. 
H0w can an app11cat10n u5e D C 0 M  5ecur1ty t0 1mp1ement 
the 5e1ect1ve 5ecur1ty re4u1red 1n th15 examp1e• 

We can appr0ach th15 examp1e w1th pr09rammat1c c0ntr01 
u51n9 D C 0 M  [7, 9]. the c11ent 15 1mper50nated 6y DC0M.  
After th15, the ca11ed thread can perf0rm 0n1y th05e 0per- 
at10n5 0n 5ecured 06ject5, that  the c11ent 15 perm1tted t0 
perf0rm. 7he  c0mp0nent can then t ry  t0 acce55 a 5ecured 
06ject, 5uch a5 a re915try key, that  ha5 an Acce55 C0ntr01 
L15t 0n 1t. 1f th15 acce55 fa115, the c11ent wa5 n0t c0nta1ned 
1n the ACL, and the c0mp0nent reject5 the meth0d ca11. 8 y  
ch0051n9 d1fferent re915try key5 acc0rd1n9 t0 the meth0d that  
15 6e1n9 ca11ed, the c0mp0nent can pr0v1de 5e1ect1ve 5ecur1ty 
1n a 51mp1e way. 

We can 51mu1ate R 8 A C  1n D C 0 M  a10n9 the 11ne5 0f th15 
examp1e 1. F1r5t1y we t ry  t0 51mu1ate th15 w1th a c0nceptua1 

1We a55ume that  r01e en91neer1n9, 5uch a5 u5er-r01e and 

Re915try 

F19ure  3: 1n te9ra t10n  w1th R 8 A C  

a65tract10n 5uch tha t  R 8 A C  can 6e 1n5erted 1nt0 D C 0 M  ar- 
ch1tecture (1n F19ure 1) a5 part  0f 5ecur1ty pr0v1der. 1n 0rder 
t0 u5e R8AC96, we 5h0u1d acc0mm0date r01e-h1erarch1e5. 
R01e5 w0u1d map t0 N 7  u5er 9r0up(5) (wh1ch d0 n0t 5up- 
p0rt h1erarch1e5). F0r examp1e, u5er 9r0up ••Acc0unt1n9•• 
w0u1d map t0 r01e ••Acc0unt1n]•. We can repre5ent the r01e- 
re1at10n5h1p a5 r01e-h1erarchy. 7he  Acc0unt1n9 r01e can have 
perm15510n t0 add new tran5act10n5, wh11e 0n1y the 7ran5ac- 
t10n r01e can have perm15510n t0 v1ew the tran5act10n5. 7he  
70p Mana9ement r01e 15 5en10r t0 Acc0unt1n9 and 7ran5ac- 
t10n and there6y 1nher1t5 a11 perm15510n5 fr0m jun10r r01e5. 

1n F19ure 3 we 0verv1ew a un1f1ed check1n9 mechan15m u5- 
1n9 R 8 A C  pr0p05ed 6y [2]. F0r ea5e 0f reference, we ca11 
the p0rt10n 0f 5ecur1ty pr0v1der that  enf0rce5 r01e-6a5ed ac- 
ce55 c0ntr01 a5 R 8 A C  m0n1t0r. At the r01e h1erarchy check- 
1n9 5tep, the c11ent•5 a11 r01e5 that  he 0r 5he 15 a mem6er 
0f (6y mean5 0f r01e h1erarch1e5) 5h0u1d 6e checked. Af- 
ter th15 5tep R 8 A C  m0n1t0r dec1de5 whether the c11ent can 
have perm15510n(5) t0 acce55 the c0mp0nent acc0rd1n9 t0 
91ven r01e(5) dur1n9 the r01e-perm15510n check1n9. F0r ex- 
amp1e, a55ume that  a c11ent Chr15 ha5 a r01e 70p Mana9e- 
ment and tr1e5 t0 acce55 an acc0unt1n9 6u51ne55 c0mp0nent. 
Dur1n9 r01e h1erarchy check, we can kn0w Chr15•5 r01e mem- 
6er5h1p: {Acc0unt1n9, 7ran5act10n, 70p Mana9ement}. Af- 
ter the r01e perm15510n check, he can have a11 perm15510n5 
fr0m jun10r r01e5 5uch a5 Acc0unt1n9 and 7ran5act10n u51n9 
Re915try Key. 7h15 mean5 Chr15 can add new tran5act10n5 
and a150 v1ew the tran5act10n. Let•5 c0n51der tha t  806 ha5 
a r01e Acc0unt1n9 and tr1e5 t0 acce55 an acc0unt1n9 6u51ne55 
c0mp0nent. We can 51mp1y kn0w that  806 can 0n1y add 
new tran5act10n5 6ut  he can n0t v1ew the tran5act10n. 7he  
R8AC appr0ach can a150 reduce the 1nteract10n5 6etween a 
c0mp0nent and 5ecure 06ject 5uch a5 Re915try. 

5.1 D C 0 M  
7h15 5ect10n 6r1ef1y de5cr16e5 D C 0 M  pr0cedure5 and c0n- 

f19urat10n w1th 5amp1e c0de5 0f 0ur 1mp1ementat10n tha t  ha5 
6een pr09rammed 6y V15ua1 C + + / M F C .  7he  c11ent ca115 
C01n1t1a112e wh1ch 1n1t1a112e5 the C 0 M  116rary f0r u5e. Next, 
the c11ent ca115 C 0 M  116rary•5 C0Create1n5tance, pa551n9 the 
1D f0r the de51red c1a55 (CL51D) and an array 0f de51red 1n- 
terface 1D5 (11D5). 7he  ca11 C01n1t1a112e up10ad5 the C 0 M  
116rary ent1re1y: 

HKE5UL7 hr = C01n1t1a112e (NULL); 

U51n9 the 5erver mach1ne addre55, the c11ent 5CM e5ta6- 
115he5 an RPC 11nk w1th the 5erver mach1ne•5 5CM, pa551n9 
1t the de51red CL51D and 11D(5). 7he  5erver 5CM check5 1t5 

perm15510n-r01e a5519nment5, 15 d0ne 6y [14, 15], 1nc1ud1n9 
the 51mu1at10n 0f r01e-h1erarch1e5. 
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C1a55 7a61e t0 5ee 1f the 5erver 15 runn1n9, and 1f 1t 15n•t, 1t 
100k5 up the CL51D 1n the Re915try t0 f1nd 0ut what c0m- 
mand need5 t0 6e executed t0 5tart the 5erver, and execute5 
1t. When a C0M 5erver 5tart5 up, the f1r5t th1n9 1t ca115 
15 C01n1t1a112e. 7he 5ec0nd th1n9 1t ca115 15 C0Re915tryC1a5- 
506ject, pa551n9 the 1mp1emented CL51D and a p01nter t0 
the 5erver pr09ram•5 C1a55 Fact0ry. 7h15 effect1ve1y adver- 
t15e5 the 5erver pr09ram t0 DC0M, add1n9 1t5 entry 1nt0 the 
C1a55 7a61e. 7he 5erver mach1ne can 6e 5pec1f1ed a5 6e10w: 

// Rem0te 5erver 1nf0 
C05ERVER1NF0 c5 ; 
mem5et(~c5, 0, 512e0f(c5)); 
// A110Cate the 5erver n~me 
// 1n the C05EKVER1NF0 5truct 
c5.pw52Name = •65tr•t (name) ; ...... 
typedef 5truct •C05ERVER1NF0 

{ 
DW0RD dwKe5erved1 ; 
LPW57R pw52Name ; 
// P01nter t0 the name 0f 
// the mach1ne t0 6e u5ed. 
C0AU7H1NF0 *pAuth1nf0 ; 
// 70 0verr1de the defau1t 
// act1vat10n 5ecur1ty. 
DW0RD dwRe5erved2 ; 
} C05ERVER1NF0 ; 

Whenever a c11ent re4ue5t5 a new 1n5tance 0f a 5erver c1a55, 
the 5CM ca115 a meth0d ca11ed Create1n5tance 0n the 5erver 
Pr09ram•5 C1a55 Fact0ry. 7h15 15 the c0mm0n 9ateway u5ed 
6y a11 c11ent5. Create1n5tance then 1n5tant1ate5 the 06ject 
and pa55e5 the p01nter t0 the 06ject•5 1Unkn0wn 1nterface 
6ack t0 the 5CM. 0nce the 5CM ha5 a p01nter t0 the 06ject•5 
1Unkn0wn 1nterface, 1t can u5e Query1nterface t0 re4ue5t 
p01nter5 t0 0ther 1nterface5. 7h15 mu1t1p1e 4uery 1nterface 
(MQ1) can 6e rea112ed 1n the c0de5 a5 f0110w5: 

// 5tructure f0r C0Create1n5tanceEX 
MUL71~Q1 4112] ; 
mem5et(41, 0, 512e0f(41)); 
// F111 the 41 w1th a va11d 1nterface 
41 [0] .p11D = •11D•1Check; 
41 [1] .p11D = •11D•150me0ther1nterface ; 
// 9et the 1nterface p01nter 
hr = C0Create1n5teu1ceEx( 

CL51D•CheCk, //C151d 
NULL, //0uter unkn0wn 
CL5C7X•5ERVER, //5erver c0ntext 
~c5, //5erver 1nf0 
2, //512e 0f 41 
41) ; //MUL71•Q1 array 

typedef 5truct ta9MUL71~1 { 
c0n5t 11D *p11D; 
1Unkn0wn *p1tf ; 
HRE5UL7 hr; } NuL71•Q1; 

Data pa55ed 6aCk 6etween C11ent and 5erver ha5 t0 6e pack- 
a9ed 1nt0 RPC packet5. 7h15 pr0ce55 15 ca11ed mar5ha111n9, 
and 15 perf0rmed 6y the Pr0xy/5tu6 DLL(5) U51n9 the 
1nterface 1D (11D) returned fr0m the MQ1 5tep, the 5CM5 
0n each mach1ne 1nterr09ate the Re915try f0r the DLL(5) 
that need t0 6e 10aded 1nt0 the c11ent•5 and 5erver•5 pr0ce55 
5pace5. 1nterface P01nter5 are then handed 6ack t0 the c11ent 

CW1n~ 
L cR8Ac~p 

CFrameWndL.~ ~a1nFrame 
CD0cument 
L cR~cD0c 

[----c~[tv1ew 

CPr0pe¢1y5heet 
CMy9r0per t ¥$hee t 

CPr0pertyPa00 

C~1d 

CChK1~ 

CEx4M0dU1e 

CRec°¢d8etL crraa8Rec0rd5e~ 

F19ure 4:C1a55e5 D 1 a 9 r a m  

F19ure 5: A R01e-6a5ed H e a t h  Ca re  1 n f 0 r m a t 1 0 n  
5 y 5 t e m  

that 155ued the C0Create1n5tance ca11. U51n9 the 1nterface 
P01nter, the c11ent f1na11y can acce55 a rem0te meth0d 0n the 
5erver. 

5.2 R01e-6a5ed Auth0r12at10n 
1n 0rder t0 enf0rce 0ur framew0rk de5cr16ed 1n th15 pa- 

per, we a150 need t0 c0n5truct r01e-perm15510n re1at10n. Let•5 
c0n51der the hea1th care 1nf0rmat10n 5y5tem wh1ch ha5 r01e- 
perm15510n ta61e 111u5trated 1n ta61e 1, and dea15 w1th cr1t1- 
ca1 1nf0rmat10n 5uch a5 med1ca1 rec0rd5. Pre5cr1pt10n, 7e5t- 
Re5u1t, Med1ca1 Rec0rd, and F1nanc1a1 Rec0rd are 06ject5 
wh1ch 1nc1ude the 1nf0rmat10n acce55ed 6y u5er5 wh0 have 
perm15510n5 t0 acce55 th05e 06ject5. And each perm15510n 15 
an 1nterface f0r each 06ject. 7a61e 1 1mp11e5 that Phy51c1an 
r01e can have read and wr1te perm15510n5 t0 06ject5 5uch a5 
Pre5cr1pt10n and Med1ca1 Rec0rd, and he/5he can ju5t read 
the 06ject 7e5t Re5u1t. And Pat1ent r01e can ju5t read 0n1y 
h15/her 06ject5 5uch a5 Pre5cr1pt10n, Med1ca1 Rec0rd, 7e5t 
Re5u1t, and F1nanc1a1 Rec0rd. 7ha t  15, th15 ta61e d15p1ay5 
the re1at10n 6etween r01e5 and perm15510n5. Even th0u9h 
th15 ta61e 15 n0t the exhau5t1ve examp1e, 1t 15 5uff1c1ent t0 
5h0w the need 0f r01e-perm15510n ta61e. 7h15 k1nd 0f acce55 
p011cy a110w5 u5 t0 prevent an unauth0r12ed u5er fr0m d01n9 
ma11c10u5 th1n9 0n (w1th) the cr1t1ca1 1nf0rmat10n. 

1nte9rat1n9 w1th R8AC, we deve10ped 5evera1 C1a55e5 and 
06ject5 f0r 0ur hea1th care 1nf0rmat10n 5y5tem a5 5h0wn 1n 
F19ure 4. 8a5ed 0n DC0M c0nf19urat10n, R8AC 1nf0rma- 
t10n 1nfra5tructure and the5e c1a55e5, we deve10ped a pr00f- 
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7a61e  1: A n  E x a m p 1 e  0f  R01e-Perm15510n 7a61e  

0f-c0ncept 1mp1ementat10n t0 5h0w the fea516111ty 0f 0ur ap- 
pr0ach. F19ure 5 111u5trate5 a r01e-6a5ed hea1th care 1nf0r- 
mat10n 5y5tem. 

6. C 0 N C L U 5 1 0 N  
1n th15 paper,  we have de5cr16ed that  the ad0pt10n 0f R01e- 

8a5ed Acce55 C0ntr01 a5 par t  0f 5ecur1ty pr0v1der can 51m- 
p11fy the acce55 c0ntr01 and pr0v1de adm1n15trat1ve c0nve- 
n1ence t0 h19h1y decentra112ed hea1th care env1r0nment5. 70 
5upp0rt 0ur appr0ach we d15cu55ed the arch1tecture and 5e- 
cur1ty mechan15m 0f DC0M.  A150, we 6r1ef1y 100ked at the 
R 8 A C  m0de1 a5 a 5ecur1ty 5pec1f1cat10n m0de1. F1na11y, we 
have 5h0wn h0w R 8 A C  can 6e acc0mm0dated 1n D C 0 M  t0 
pr0v1de acce55 c0ntr01 f0r the hea1th care env1r0nment. Even 
th0u9h 0ur 501ut10n wa5 t0 tar9et d15tr16uted c0mp0nent5 
w1th1n the 10ca1 1ntranet, we 6e11eve that  0ur appr0ach can 
6e extended f0r we6-6a5ed hea1th care app11cat10n5 0ver the 
1nternet. We have 6een current1y c0n51der1n9 .NE7 tech- 
n0109y f0r th05e app11cat10n5 6ecau5e .NE7 15 u5ed f0r 1n- 
teract10n 0f d15tr16uted c0mp0nent5 1n the 1nternet a5 an 
exten510n 0f DC0M.  

7. A C K N 0 W L E D 6 E M E N 7 5  
7h15 w0rk wa5 part1a11y 5upp0rted 6y the R06ert  W00d 

J0hn50n F0undat10n and th15 w0rk wa5 a150 5upp0rted, 1n 
part ,  6y fund5 pr0v1ded 6y the Un1ver51ty 0f N0rth Car011na 
at Char10tte. 
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