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Abstract—One of the most important challenges that have
threatened cloud computing and caused its slow adoption is
security. Since clouds have diverse groups of users with different
sets of security requirements, restricting the users’ accesses and
protecting information from unauthorized accesses have become
the most difﬁcult tasks. To address these critical challenges, in this
paper we ﬁrst formalize Attribute Based Access Control (ABAC)
and propose a new access control model, called Attribute-Rule
ABAC (AR-ABAC), for cloud computing to meet critical access
control requirements in clouds. Our model supports the attributerules that deal with the association between users and objects,
as well as the capability for accessing objects based on their
sensitivity levels. The attribute-rules specify an agreement that
determines what kind of attributes should be used and the
number of attributes considered for making access decisions.
In addition, our model ensures secure resource sharing among
potential untrusted tenants and supports different access permissions to the same user at the same session.

•
•

All of these facts clearly indicate the necessity of an effective
access control model for cloud computing.
Our motivation is to formalize the Attribute Based Access
Control (ABAC) that accommodates some special objectives.
It should be mentioned that there is no widely accepted formal
ABAC model as there are for DAC, MAC and RBAC [4].
We utilize a working ABAC deﬁnition stated by NIST special
publication 800-162 [9], to state the formal ABAC deﬁnition.
Also, We propose a new access control model for cloud
computing based on the formal ABAC model, called AttributeRule ABAC (AR-ABAC). AR-ABAC ensures secure resource
sharing among potential untrusted tenants and supports different access permissions to the same user at the same session. Also, our model is ﬂexible enough to support a set
of constraints that represent the basic requirements for the
cloud access control model. Finally, compared with existing
cloud access control models, our model has enough ﬂexibility
to cope with different access permissions for the same user.
Speciﬁcally in this paper:

I. I NTRODUCTION
Although cloud computing brings many beneﬁts, it may
suffer from conventional distributed systems’ security attacks [22]. Moreover, a cloud has brought new concerns such
as moving resources and storing data in the cloud which
may reside in another country that should fulﬁll different
regulations. In this paper, We focus on addressing access
control issues in cloud Infrastructure-as-a-Service (IaaS).
Access control is an essential mechanism that controls what
operations the user may or may not be able to do. The basic
goal of any access control system is to restrict a user to exactly
what s/he should be able to do and protect information from
unauthorized access. A robust access control model has to cope
with some basic issues due to the cloud computing nature, such
as:
• Pooling the cloud resources to serve a large number of
users with different classiﬁcations that can handle diverse
permissions associated with the same cloud user;
• Giving the user the ability to use multiple services with
respect to authentication and login time;
978-1-5090-0089-0/15 $31.00 © 2015 IEEE
DOI 10.1109/CIC.2015.38

Transferring users’ credentials across layers to access
services and resources; and
Using multi-tenancy where different resources are dynamically allocated and de-allocated on demand while
the location of each resource is being unknown.

•
•

We present a formal deﬁnition of ABAC that accommodates some special objectives.
We propose a new access control model for cloud computing (AR-ABAC), our proposed model has a set of
features that distinguish it from other traditional and
current models proposed for cloud computing:
i. We propose the Attribute-Rule (AR) to deﬁne an
agreement on what kind of attributes should be
used and how many attributes should be taken into
account for making access decisions, as discussed
in Subsection IV-A.
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•

RBAC fails to cope with the following issues: the dynamic/random behaviors of users; it also does not consider
the time and location constraints; it does not support active
responsibilities as it does not separate tasks form roles; it has to
deal with a lack of sophisticated semantic models to represent
and communicate privileges; and before utilizing the RBAC
in cloud computing, it has to ensure granting access decisions
in a reasonable time.
ABAC Model [3]: Attribute Based Access Control (ABAC)
model relies on a set of attributes associated with a requester
or a resource to be accessed in order to make access decisions.
There are many ways to deﬁne or use attributes in this model.
An attribute can be a user’s work start date, a location of a
user, a role of a user, or all of them. Attributes may or may
not be related to each other. However, reaching an agreement
about what kind of attributes should be used, and how many
attributes are taken into account for making access decisions is
a complex task in cloud computing [10]. Finally, proposing a
security policy that can work accurately with the ABAC model
is vital, because the security policy is responsible for selecting
appropriate attributes that are utilized to make correct access
decisions.
Risk-BAC Model [6]: Risk-Based Access Control (R-BAC)
was proposed by Brucker et al. to cope with multinational organizations that face various kinds of policies and regulations.
R-BAC uses different kinds of risk levels with environmental
conditions and utilizes the principle of “operational need”
to make access decisions. However, R-BAC is difﬁcult to
be deployed in cloud computing because of the amount of
analysis required and the number of systems to be merged to
compute risk levels. It needs expertise that can deal with the
model efﬁciently. Finally, security policies and environmental
conditions need to be standardized as they play a crucial role
on making access decisions.

ii. The model assigns each user a speciﬁc role based
on the possessed attributes. Each role is assigned a
set of tasks. Each task inherits its power from its
assigned role, and hence each task is assigned a set
of permissions so that it can access an object.
iii. Our model can utilize the cloud computing’s
Infrastructure-as-a-Service (IaaS), and provide four
different ways to access it, as described in Subsection V-B.
We validate our proposed model through experiments
with an open-source OpenStack cloud platform as elaborated in Section V.

This paper is organized as follows: Section II provides
an overview for the traditional access control models and
their abilities to be applied for cloud computing. Section III
describes the formal deﬁnitions of the ABAC model and
ABAC features. Section IV presents our proposed AR-ABAC
model. The model analysis, implementation and experimental
veriﬁcation are presented in Section V. The related cloud based
access control models are summarized in Section VI. This is
followed by our conclusion and future work in Section VII.
II. T RADITIONAL ACCESS C ONTROL MODELS AND THEIR
A BILITIES TO BE A PPLIED FOR C LOUD C OMPUTING
Each of the traditional access control models was proposed
for a speciﬁc environment with a set of basic requirements:
MAC Model [5]: Mandatory Access Control (MAC) model,
where a central authority is in command of giving access
decisions to a user/subject requesting access to objects. MAC
provides protection against information ﬂow and indirect information leakages, but does not guarantee complete secrecy
of the information. Also this model is very expensive and
difﬁcult to deploy and does not support: separation of duties,
least privilege, and delegation or inheritance principles. Also
dynamic activation of access rights for certain tasks is not
supported. Moreover, it does not support time and location
constraints.
DAC Model [11]: Discretionary Access Control (DAC)
model grants the owners of objects the ability to restrict
access to their objects, or information in the objects based
upon users’ identities or a membership in certain groups.
DAC model is generally less secure than MAC model, so it
is used in environments that do not require a high level of
protection [8]. DAC has many side-effects when it is utilized
in cloud computing, for example, it does not have the ability
to control information ﬂow or deal with Trojan horses that
can inherit access permissions [15]; a user may pass her
rights to another user, and that can violate the integrity and
conﬁdentiality of objects; and ﬁnally, it is not scalable enough
for cloud computing.
Hierarchical RBAC Model [16]: Role-Based Access Control (RBAC) model is considered as a natural way to control
access to resources in organizations and enterprises. The
motivation behind RBAC comes from considering “a subject’s
responsibility is more important than whom the subject is”.

III. F ORMAL ABAC M ODEL
There has been considerable prior work for ABAC in
various aspects. An early paper on web services states that
ABAC “grants accesses to services based on the attributes
possessed by the requester” [20], while [7] describes ABAC as
an approach, in which “attribute values associated with users
determine the association of users with privileges”.
Finally a high level deﬁnition of ABAC deﬁned by NIST
special publication 800-162 [9] that is “An access control
method where a subject requests to perform operations on
objects are granted or denied based on assigned attributes
of the subject, assigned attributes of the object, environment
conditions, and a set of policies that are speciﬁed in terms
of those attributes and conditions”. The basic components of
ABAC are deﬁned as follows:
•
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Attributes (A), are characteristics of the user, subject,
object, or environment conditions. Attributes contain information given by a name-value pair: A = {{U A},
{SuA}, {OA}, {EcA}} - is a ﬁnite set of user, subject,
object, and environment condition attributes respectively.

Where for each attribute (A∗ ) in U A ∪ SuA ∪ OA ∪ EcA,
there exists Range∗A, a constant ﬁnite set of atomic values.
Then each attribute can be either atomic or set of values.
Hence the attribute values are mapped
dynamically ∗based on
Range∗
if attT ype(A )=atomic
the following function A∗ = { RangeA∗A
∗
2

assigned speciﬁc object attributes that characterize the
object.
• each object within the system have at least one policy
that deﬁnes the access rules for the allowable subjects,
operations, and environment conditions to the object.
• The rules that bind subject and object attributes indirectly
specify privileges (i.e., which subjects can perform which
operations on which objects).
• Once subject attributes, object attributes, and policies are
established, objects are protected using ABAC. Access
control mechanisms mediate access to the objects by
limiting access to allowed operations by allowed subjects.
Any access control model going to be deployed in cloud
computing has a set of mandatory requirements to be reached.
Our proposed model (AR-ABAC) can fulﬁll a set of cloud
computing access control requirements, such as:
• Flexibility in attribute management.
• Least of permissions.
• Supporting users’ tenant management.
This can be done using the aforementioned formal ABAC as
well as ABAC features, and deﬁning more extra components
in our model, where each component supports at least one
access control requirement for cloud computing, as follows:

if attT ype(A )=set

The purpose of such detailed categories of attributes is to
achieve an effective ﬁne-grained access control. We employed
the tables of database to represent and implement the three
aforementioned categories of attributes.
•

•

•

•

•

•

Environment Conditions (E − Cond), are operational or
situational context in which access requests occur. E −
Cond is represented by a ﬁnite set of attributes (EcA).
Users (U ) - is a set of human users: ∀ui ∈ U → ∃ a
ﬁnite set of user attributes (ui A ⊆ U A), that represents
ui ’s identity. Each user can create multiple subjects and
each subject inherits it’s attributes from the creator user.
Subjects (Su) - is a set of non-person entity (the entity
requesting to perform permissions upon objects): ∀sui ∈
Su → ∃ a creator user uci with a set of attributes uci A,
that create sui , where ∀sui → ∃ a ﬁnite set of subject
attributes (sui A ⊆ uci A), that represents sui identity.
Objects (O), is a set of system resources, such as devices,
ﬁles, records, tables, processes, programs, networks, or
domains containing or receiving information, for which
access is managed.
∀oj ∈ O → ∃ a ﬁnite set of object attributes (oj A ⊆
OA), objects are assigned their attributes by their creators. The objects can be created by a subject and the
initial values of the objects’ attributes are assigned by
the creator subject.
Permissions (P ), can be known as authorization, access
right, or privilege. It is the execution of a function at the
request of a subject upon an object.
Policy (P o), is the representation of rules or relationships
that makes it possible to determine if a requested access
should be allowed, given the values of the attributes of the
user/subject, object, and possibly environment conditions
and constrains.

A. Flexibility in Attribute Management
Since reaching an agreement about what kind of attributes
should be used, and number of attributes should be taken into
account for making access decisions is a complex task [10]. In
our model We propose the Attribute-Rule (AR) to overcome
this issue. Where AR can be simply deﬁned as a set of
predeﬁned rules for both users and objects. AR is basically
interested in the user and object attributes. Where AR can
weight each attribute and each set of attributes. The weight of
each attribute indicates its power to be used, and the weight
of each set of attributes reﬂects its power to be taken into
account as well as its assigned role/sensitivity level. In detail
AR is deﬁned based on a sequence of steps:
G5: High Weight = [Hw, Maxw]

IV. ATTRIBUTE -RULE ABAC (AR-ABAC)

G4: After Medium Weight = [AMw, Hw[
G3: Medium Weight = [Mw, AMw[

Our model uses the aforementioned formal ABAC deﬁnition
(Section III) as the backbone as well as the basic features and
concepts of ABAC, as follows:
•

•

•

G2: Before Medium Weight = [BMw, Mw[

G1: Low Weight = [Lw, BMw[

ABAC relies upon the evaluation of the subject attributes,
the object attributes, environment conditions, and the
formal relationship/access control rule or policy deﬁning
the allowable operations for subject-object attribute sets.
Each subject that uses the system must be assigned with
speciﬁc attributes. These subject attributes are assigned
and managed by an authority within the organization that
maintains the subject identity information.
ABAC relies upon the assignment of attributes to subjects
and objects, and the development of policy that contains
the access rules. Each object within the system must be

Fig. 1. The sets of attributes’ average weight classiﬁcation groups in our
model, where each group is represented by its lower and upper bounds.

1) Weights of attributes, the organization assigns each
attribute a single weigh value (w ∈ [0, M axw ]). This
weight reﬂects the attribute power and importance.
For all attributes, including selected and unselected
attributes, there is a set of selected and others unselected
attributes that will be used in the model according to the
organization. In our model we consider the zero weight
attributes are unselected. The unselected attributes are
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not used in the next steps because they do not affect the
model for their zero weight, such as the Notes attribute.
2) Attributes’ sets power, the average weight for each
set of attributes reﬂects the set’s power. The sets average weights are classiﬁed into groups, as shown in
Figure 1. The ﬁgure illustrates ﬁve classiﬁcation groups
for the average weight (Aw ) of the sets of attributes.
From bottom to top: G1. represents the lowest powerful
group, for a set of attributes with average weight Aw
to be in G1., Aw must satisfy (Lw  Aw ≺ BMw )
where Lw
0 because zero represents the unselected
attributes; G2. is more powerful than G1., for a set of
attributes with average weight Aw to be in G2., Aw
must satisfy (BMw  Aw ≺ Mw ); G3. represents the
medium powerful group, for a set of attributes with
average weight Aw to be in G3., Aw must satisfy
(Mw  Aw ≺ AMw ); G4. is more powerful than G3.,
for a set of attributes with average weight Aw to be
in G4., Aw must satisfy (AMw  Aw ≺ Hw ); and
G5. represents the highest powerful group, for a set of
attributes with average weight Aw to be in G5., Aw must
satisfy (Hw  Aw  maxw );
3) Expected role/sensitivity level, based on the set average
weight classiﬁcation, there should be a speciﬁc role/
sensitivity level that must be assigned for each set of
attributes.
4) Union of attributes’ sets, this item is only related to the
user attributes, because the user can be assigned multiple
roles, but the object is only assigned one sensitivity
level. In case of users, the user can be assigned with
multiple sets of attributes, hence the user is assigned to
the associated roles to these attributes’ sets.

Fig. 2. A simple example for the user/object sets of attributes in our model
(user-rules/object-rules).

as ID or ProjectID. The used but unshared attributes (green
color points) represent the most important attributes for that
set, and they can control the overall weight of that set, such as
HeadManager or DepManager attributes. Each set of attributes
inherits its power from the possessed attributes, which are
reﬂected by the average weight of the set and then the assigned
classiﬁcation group from Figure 1.
The attribute-rule can set an agreement about a kind of
attributes used and also the number of attributes that can
represent each role/sensitivity level, and make access decisions
based on the possessed attributes for both users and objects according to the role power for users and the level of sensitivity
for objects.

User-Rules
(UR)

Session A

Hence the attribute-rules (AR = {{U R}, {OR}}) can be
summarized as follows:
•

•

UAA
User
Attributes

User-Rules (U R) - is a set of some sets of user attributes,
where each set of user attributes is internally assigned
one classiﬁcation group from Figure 1 and then can be
assigned to a user: U R = {{ur1 }, · · · , {urn }}|uri =
{A1 , · · · Ai } ⊂ U A. U R reﬂects internally the associated average weight classiﬁcation group, and hence the
associated role for each set of user attributes uri .
Object-Rules (OR) - is a set of some sets of object
attributes, where each set of object attributes is internally
assigned one classiﬁcation group from Figure 1 and then
can be assigned to an object: OR = {{or1 }, · · · , {orn }}


|orj = {A1 , · · · Aj } ⊂ OA. OR reﬂects internally the
associated average weight classiﬁcation group, and hence
the associated sensitivity level for each set of object
attributes ori .

ARH

SAA

Subjects
(Su)

R1
.
.
.

Tasks
(T
(T)

Ri
.
.
.

Permissions (P)

Users
(U)

Constraints
(Cons)

Rn
Policy
(Po)

Environment
Conditions
(E-Cond)

Fig. 3. The attribute-rule attribute based access control (AR−ABAC) model
users and subjects’ side.

B. Assign and Ease of Privileges
The roles, tasks, and permissions assignment processes are
based on the Attribute-Role Hierarchy (ARH) - ARH ⊆ R ×
R is a partial order on R called the role hierarchy or role power
relation, written as . It is based on the user-rules (U R), and
also based on some assignment functions:
• Role User Assignment (RU A) - it is a function used to
assign each user a set of roles, based on the possessed
attributes by the user and the user-rules (U R): ∀ui ∈
U → ∃{ri } ⊆ R that can be assigned to ui .
• Task Role Assignment (T RA) - it is a function used to
assign each role a set of tasks, based on the user-rules
(U R): ∀ri ∈ R → ∃{ti } ⊆ T that can be assigned to
each ri ∈ {ri }.

A simple example for the sets of user/object attributes is shown
in Figure 2, where the ﬁgure illustrates that there are some
unused, shared, and unshared attributes between different sets.
The unused attributes have zero weight (red color points), such
as the Notes attribute. The shared attributes between multiple
sets (blue color points) represents the common attributes, such
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Permission Task Assignment (P T A) - it is a function
used to assign each task a set of permissions, based on the
user-rules (U R), object-rules (OR): ∀ti ∈ T → ∃{pi } ⊆
P that can be assigned to each ti ∈ {ti }.
It should be mentioned that the role user assignment
(RU A), task role assignment (T RA), and permission task
assignment (P T A) are done internally and dynamically using
other helping factors (user-rules (U R), policy (P o), constraints
(Cons) and environment conditions (E − Cond)) without the
user or administrator interference, so it is very fast and the
possibility of error seems to be zero, as shown in Figure 3.
Where the user-rules (U R) is sets of user attributes as deﬁned
in Subsection IV-A, and the constraints (Cons) represents
a set of rules that regulate and manage the relationships
between different entities at the same location as stated in
Subsection IV-B1. Also the policy (P o) represents the rules
or relationships that determine if a requested access should be
allowed or not. Finally, the environment conditions (E−Cond)
represents the operational/ situational context in which access
requests occur, as deﬁned in Section III.
•

•

•

Head Manager
g
Top
p Secret
Department
p
Manager
g
Secret
Project Manager
Confidential
Project
j Employers
p y
Internal
Department Employers
Unrestricted
(a)
(b)

•

Fig. 4. A simple example for: (a) An organization roles and its power level,
and (b) Objects sensitivity levels and its secrecy.

A simple example for an organization roles is shown in
Figure 4(a), the ﬁgure illustrates ﬁve different roles and its
power increases from bottom to top.
1) Constraints for Additional Functions: Constraints are
an important aspect of role-based access control (RBAC) and
are often regarded as one of the principal motivations behind
RBAC. The concept of constraints is widely described in [1],
[2]. It is possible to distinguish different types of constraints
(static or dynamic) that can be attached to the model elements.
Our model supports the role concept as the RBAC but the
roles are given based on the possessed attributes. In cloud
computing constraints can represent a set of basic requirements
for any access control model going to be applied. It should
be mentioned that constraints depend on the environment
conditions such as the current threat level or the authentication
time.
For example, the constraints can restrict the user to a set of
permissions to do not have an absolute permission. If a user
has a permission to stop the virtual machine (VM), so this user
can stop any VM, by this way it will be very harmful. The
goal of constraints is to restrict the user to stop a speciﬁc set
of VMs although the user has a general permission to do. Our
model supports a set of constraints(Cons) that can be used at
different situations as follows:
• Least of Permissions (LoP ): It is the ability of granting
subjects the only needed permissions p to accomplish

their task t, even when the subject has more permissions
than necessarily required for accomplishing tasks:
∀ui ∈ U → {r1 , · · · , rn }, ∀r ∈ R → {t1 , · · · , tn } and
∀t ∈ T → {p1 , · · · , pn }. ui assigns ri which uses ti .
And ti only needs p to accomplish its duty although it
has more permissions.
Delegation of Capabilities (DoC): For ﬂexibility and
having dynamic object management in the cloud environment, the delegation of tasks is supported. However,
it can only happen between two users/ subjects which
have equivalent roles and work within the same area: if
∃ui , uj ∈ U ; rx ∈ R and ui is assigned a task tx ∈ rx
but can not ﬁnish it, then the administrator can delegate
tx to uj ↔ ui , uj ∈ rx and in same location.
Separation of Duties (SoD): It is basically deﬁned in [2].
It aims at partitioning tasks and permissions associated
to roles in order to prevent granting too much authority
to one user. It also prevents the conﬂict of roles and
interests. Dynamic SoD is supported in our model for
either tasks or roles: if ∃ui ∈ U ; ri , rj ∈ R; ti , tj ∈
T |ri = rj and ti = tj , then ui can activates ri and
rj ↔ ri ∩rj = φ and if ri assigned to ui ; ui can activates
ti and tj ↔ ti ∩ tj = φ.
File Syncing and Sharing (F SS): These two services
introduce new features for enterprise ﬁle sharing solution
for online collaboration and storage:
– File Syncing: It is a new online backup mechanism
for syncing data across multiple devices, such as
personal computers, tablets or smart phones, as well
as collaboration and working with teams.
– File Sharing: It allows the users to not only access
ﬁles anywhere, anytime and from a variety of endpoint devices, but also collaboratively edit the ﬁles
together.

Each of the supported constraints represents one of the basic
requirements for the cloud computing access control model.
2) Objects and Sensitivity Levels: For the security and
privacy of objects, it is necessary for the cloud providers to
deﬁne various sensitive levels of information in order to restrict
who can read and modify information in the cloud. A simple
example for a object’s sensitivity level and its secrecy is shown
in Figure 4(b), where the ﬁgure illustrates ﬁve sensitivity levels
and its secrecy levels increase from bottom to top.
In our model each object (o ∈ O) can be assigned a set of
object attributes that represents its sensitivity level:
∀oj ∈ O → ∃ a ﬁnite set of object attributes (oj A ⊆ OA),
where the sensitivity levels classiﬁcation and assignment processes are deﬁned as follows:
•
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Sensitivity Levels (SL) - it is a function used to assign
each object a single sensitivity level from a set of security
sensitivity levels, based on the object-rules (OR), our
model policy and the environment conditions (E−Cond),
then restrict object’s access according to their sensitivity
level: ∀oi ∈ O → ∃ a sensitivity level senli ∈ SenL that
can be assigned to oi .

Each object can have its own sensitivity level. Thus, any
task attempting to access this object has to have enough
power that equals or dominates the sensitivity level of the
object to be accessed.
• By restricting access to a number of outlined roles.
Therefore, the object do not have sensitivity level and
be accessed by the deﬁned roles’ members.
• By giving access to the object according to tasks. Therefore, the object does not have sensitivity level and be
accessed by the deﬁned tasks only.
• The easiest way is ignoring the object’s sensitivity level
and allowing access to any authenticated user.
It should be mentioned that the model has no restrictions about
ways that can be supported.
•

Objects
(O)

Object-Rules (OR)

L1
.
.
.

SL

Li

OAA
.
.
.

Policy
(Po)

Object
Attributes

Environment
Conditions
(E-Cond)

Ln

Fig. 5. The attribute-rule attribute based access control (AR−ABAC) model
objects’ side.

0.16

Object Attribute Assignment(OAA) - it is a function
used to assign the attribute name and value pairs for
each object, based on OR: ∀oi ∈ O → ∃ one or more
ori ∈ OR that can be assigned to oi .
Finally, AR-ABAC is also scalable enough to deal with a large
number of objects, by classifying them using the sensitivity
levels (SL) function, that can classify the objects into different
sensitivity levels in a reasonable time, as shown in Figure 5.
The ﬁgure illustrates the sensitivity levels function that takes
as input an object as well as its attributes, and other helping
factors like object-rules, policies and environment conditions.
And its output is represented in one sensitivity level (from
Figure 4) assigned to that object.
•

0.14
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Fig. 6. The average time for token generation in Keystone OpenStack,
including and excluding the user attributes.

Finally, we already completed the AR-ABAC integration
with the Keystone and Nova services of OpenStack, where
the results are represented into two parts:

V. I MPLEMENTATION AND A NALYSIS

•

A. Implementation on OpenStack
OpenStack is an open-source solution for creating and
managing cloud infrastructures [14]. Our next motivation is to
implement our model based on our private cloud environment,
where our private cloud environment is based on the prominent
IaaS platform OpenStack using three physical servers. The
conﬁguration of controller node and network node is: 48 cores
CPU, 128 GB RAM and 5 TB disk and the conﬁguration of the
Nova compute node is: 24 cores CPU, 128 GB RAM and 2 TB
disk. Finally, we implemented the AR-ABAC policy-engine on
a separate virtual machine which has dual core CPU, 4 GB
RAM and 20 GB disk.
B. Experimental Veriﬁcation
In order to verify our model (AR-ABAC) in cloud IaaS.
The cloud IaaS service is represented in the Database server,
the Email server and the VM server as well as a set of virtual
machines.
Our model can have a considerable impact on controlling
access to IaaS. AR-ABAC access policies deﬁne roles and
tasks needed for each role. Each task is assigned the required
permissions to accomplish its job. The AR-ABAC can restrict
access to cloud IaaS by four different ways:

•
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Part one: Represents the time spent in token (a signed
user credential) generation in OpenStack, with and without additional user attributes, as shown in Fig. 6, where
including user attributes in the token instead of the role
information. This part requires a longer time for token
generation. The ﬁgure illustrates the response time for
token generation using different numbers of attributes (0,
4, 8, 12, 16, 20 and 24), where zero attributes means that
the original OpenStack state (just the role attribute), by
sending concurrent requests (100, 200, 300, 400, 500 and
600) to keystone and measuring the average response time
at the client side. The results show that: (i) for the same
concurrent request, the average time of token generation
increases according to the number of used attributes; (ii)
the keystone signing and transmission take longer time
to ﬁnish, but the increase is not signiﬁcant (about 25%
with increasing the number of attributes from 0 to 24.);
(iii) ﬁnally because of the keystone internal scheduling
mechanism, at the same number of attributes, the time
doesn’t increase with the concurrent requests.
Part two: Represents the time spent by Nova service in
communicating the AR-ABAC Policy-Engine machine,
as shown in Figure 7. The ﬁgure illustrates the network
latency in communicating the AR-ABAC Policy-Engine
using different numbers of attributes (0, 4, 8, 12, 16, 20
and 24), by sending concurrent requests (100, 200, 300,

The trust level is updated and changed automatically by the
trust management system according to evolution done by
clouds after each transaction.
Tianyi et al. [18]: Proposed coRBAC that is a speciﬁcally
optimized RBAC system for cloud computing. It inherits the
existing RBAC’s role model and distributed RBAC’s domain
model, and optimizes and improves the access control system
for services which are hosted on the cloud computing platform.
The coRBAC implements an internal RBAC in each organization, and there is only one manager role in each internal
RBAC.
Tsai and Shao [19]: Proposed an RBAC model using a role
ontology for Multi-Tenancy Architecture (MTA) in clouds.
The ontology is used to build up the role hierarchy for a
speciﬁc domain. In this approach, a subject can have multiple
roles in different sessions. Also, a role hierarchy is based
on domain ontology and can be transferred between various
ontology domains.
Mon and Naing [12]: Proposed a privacy enhancement system on academic-based private cloud system using Eucalyptus
open source cloud infrastructure. They attempted to guarantee
privacy of cloud’s users and security of the personal data, by
combining RBAC and ABAC together.
Narayanan and Giine [13]: Adapted Task-Role Based
Access Control (T-RBAC) with constraints such as least
privilege, separation of duty, delegation of tasks, and spatial
and temporal access. Permissions are activated or deactivated
according to the current task or process state.
Sun et al. [17]: Presented a semantic based access control
model, which considers semantic relations among different
entities in cloud computing. They extended the RBAC model
using semantic web environments and utilized the semantic
scopes of subjects, objects, actions and attributes to deﬁne the
relations used in ontologies.
Younis et al. [23]: Proposed an access control model for
cloud computing called AC3. The AC3 has three different
levels of security, which can be used according to the level
of trust. It supports various sensitive levels of information in
order to restrict who can read and modify information in the
cloud.
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Fig. 7. The average time for Nova communicating the AR-ABAC PolicyEngine machine, including and excluding the user attributes.

400, 500 and 600) from the Nova service to the ARABAC Policy-Engine machine. The results show that:
(i) the latency increases with increasing the number of
concurrent requests at the same number of used attributes;
(ii) the waiting time for getting a policy decision become
larger since there are too many requests that have to be
evaluated; (iii) ﬁnally using 24 attributes, the average time
for 600 concurrent requests is around 1.8 times of the
time of 100 concurrent requests. While for zero attributes,
the time for 600 concurrent requests is around 1.3 times
of the time for 100 concurrent requests.
In order to validate our proposed model, we have compared it with the conventional and latest proposed access
control models for cloud computing. The comparison is
based on a set of security features that represents the
basic requirements for a cloud computing access control
model and either AR-ABAC or other models that can
support. It has been found that our model can support
the cloud computing access control requirements, such
as scalability, heterogeneity, auditing, assign and ease
of privileges, ﬂexibility in attribute management, least
of permissions, delegation of capabilities, separation of
duties, ﬁle syncing and sharing, and policy management.
VI. R ELATED W ORK
Since cloud computing has its own characteristics and features such as mobility and on-demand services, the traditional
access control methods can not be used for cloud computing
due to several challenges: access control must be dynamic to
adapt to the dynamic nature of cloud computing resources
joining and leaving; access control should inherit existing
security policy among the clouds; in an open cloud computing
environment, each resource node may not be familiar (even do
not know) each other, identity-based security can not be used;
and so on. Hence, cloud providers need a strengthened access
control system for controlling admission to their resources
with precisely monitoring who accesses them.
There are many access control models presented by researchers for cloud computing. In this section, a brief discussion of various proposed cloud access control models has
been presented:
Wang et al. [21]: Suggested an adaptive access algorithm by
introducing the trust into cloud computing to decide the access
control to the resources using an improved RBAC technique.

VII. C ONCLUSION AND F UTURE W ORK
In this paper, we have provided the formal deﬁnition of
ABAC model, that accommodates some special objectives.
We also have proposed a new access control model for
cloud computing based on ABAC model, supporting attributerule called Attribute-Rule ABAC (AR-ABAC). AR-ABAC can
fulﬁll a set of mandatory requirements for various access
control models being deployed in cloud computing, especially
cloud IaaS, as concluded here:
• By proposing attribute-rule that can set an agreement
about a kind of attributes should be used, and a number of
attributes considered for making access decisions, which
represents ﬂexibility in attribute management.
• Task power inheritance, where each task inherits its power
to access an object based on its assigned roles.
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The model machine can utilize the cloud computing IaaS
service, and provide four different IaaS access ways.
The experimental results have shown that AR-ABAC is
suitable for cloud IaaS, where the average time for token
generation in Keystone including 24 attributes is increased
with about 25% more than including zero attributes. Hence
the increase is not signiﬁcant. Also, the average time for
Nova communicating the AR-ABAC policy-engine increases
by increasing the number of attributes as well as by increasing
the number of concurrent requests at the same number of
attributes.
Finally, AR-ABAC can fulﬁll the basic and mandatory
access control requirements, which are required for any access
control model that is going to be implemented in cloud
computing. As our future work, we are going to integrate our
proposed model with the Neutron service and other OpenStack
services, based on the real private cloud environment.
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